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Thursday, 22 April 2010 

 

 

 

Ms Cecilia Malmström 

Commissioner for Home Affairs 

European Commission  

Rue de la Loi 200 

B-1049 Brussels 

 

Subject: A call for coherent data governance  

 

Dear Commissioner Malmström, 

 

Computing technologies are evolving particularly rapidly, and the advent of the cloud and 

other service models are transforming traditional business in many respects. As enterprises, 

governments and individuals all seek to reap the benefits of this computing revolution, users 

and service providers are also beginning to process and store ever-greater amounts of 

personal and business data. As a result, we – governments, industries and users – are 

facing new challenges, such as how to keep this data secure and private, and how to protect 

it from misuse, and under what circumstances the data can be accessed and by whom. 

 

The EU is carefully considering how best to preserve privacy and security in this new world, 

as are other countries and multilateral bodies1. The EU has, for example, started to look at 

the revision of its privacy framework, including privacy-related provisions impacting law 

enforcement and cross-border exchanges of data. At the same time, the EU is also engaged 

in on-going discussions around data security, cybercrime, data retention, and law 

enforcement use of data.  

 

These various initiatives offer important opportunities to realign existing frameworks with the 

rapidly evolving ways in which data is stored, transferred and shared in the new computing 

paradigm. Such realignment is important to ensure that the EU has the right regulatory 

framework to promote ICT innovation and to protect users. Currently, for example, the 

regime applicable to data access is unclear and fragmented.  National authorities, confronted 

                                                
1
 Examples include the revision of the OECD guidelines, the revision of the Council of Europe’s 108 

Convention and the Madrid Declaration. 
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with the challenge of online crime and the use of the Internet in connection with threats to 

public safety and national security, increasingly are focused on obtaining access to user data 

held by service providers in other markets. There are, however, no universally agreed rules 

governing such access by law enforcement – and even in the EU, the rules are often unclear 

in their scope and application. This creates confusion among service providers and users as 

to who is legally entitled to access data, and no doubt impedes the efforts of law enforcement 

to investigate crimes.  It also creates risks to user security. 

 

There is similar confusion regarding data retention obligations.  While the EU has been clear 

that the Data Retention Directive applies only to those engaged in a specific set of activities 

(electronic communications services), Member States have sometimes sought to extend the 

Directive’s application to capture other activities. This challenge has been compounded by 

the fact that the Directive permits Member States to impose retention periods ranging from 6 

to 24 months.  The result is that service providers are increasingly subject to divergent, and 

at times conflicting, rules governing data retention. 

 

This thicket of competing and conflicting laws within the EU and internationally presents a 

significant obstacle to the delivery of new pan-EU and global services that meet users’ 

reasonable expectations of privacy and enable law enforcement agencies to fulfil their lawful 

need to access data for investigations and prosecutions. Companies whose activities span 

multiple markets increasingly face a legal quagmire in their efforts to comply with the law.  

 

The Commission is currently rolling out the Stockholm Programme and beginning to develop 

its Digital Agenda.  A Communication on the EU’s security strategy is also underway, as is a 

re-examination of the EU’s data retention and data protection regimes. These initiatives 

provide exciting opportunities to enhance the coherence of the rules relating to the retention, 

protection and security of data of data, as well as to jurisdiction over and access to data 

within the European Union, and beyond.  

 

DIGITALEUROPE calls on the “Stockholm” and “Digital Agenda” Commissioners to join 

forces to create a genuine Digital Single Market governed by a coherent set of rules that both 

protect user privacy and security and promote ICT sector innovation. 

 

Recognizing that governments and the private sector have a shared objective and 

responsibility to protect the privacy and security of the personal information of individuals in 

their possession, DIGITALEUROPE proposes the following recommendations for further 

improvement:  
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 First, a careful analysis, in coordination with the ICT sector and other stakeholders, to 

identify those areas where the rules governing data privacy, security, retention and 

jurisdiction need to be made more coherent or otherwise reformed. 

 Second, governments should develop a concrete and coordinated strategy related to 

government access to and use of private sector user and corporate data that will 

protect the privacy and security of that. Governments should establish and articulate 

clear rules and transparent processes related to government access to and use of 

information providing companies with the needed clarity and certainty to adapt 

corporate policies and practices without undue burden on existing business practices 

or potential innovation. 

 Third, close cooperation with third countries at bilateral and multinational level to 

achieve greater international consensus and harmonization on these key issues. 

 

DIGITALEUROPE remains available to work with your designated experts on the 

implementation of our recommendations. 

 

Yours sincerely, 

 

Bridget Cosgrave 

Director General  

 

Cc: Ms Viviane Reding, Vice President of the European Commission and Commissioner 

for Justice, Fundamental Rights and Citizenship  

 Ms Neelie Kroes, Vice President of the European Commission and Commissioner for 

Digital Agenda 

 Mr Jonathan Faull, Director General, DG Justice, Freedom and Security 

 Mr Robert Madelin, Director General, DG Information Society and Media 

 Mr Jan Ostoja-Ostaszewski, Cabinet Member, Vice President Viviane Reding 

 Ms Lorena Boix Alonso, Deputy Head Of Cabinet, Vice President Neelie Kroes 

 Mr Søren Schønberg, Cabinet Member, Commissioner Cecilia Malmström 
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ABOUT DIGITALEUROPE 

 

DIGITALEUROPE is the pre-eminent advocacy group of the European digital economy 

acting on behalf of the information technology, consumer electronics and 

telecommunications sectors. We are dedicated to improving the business environment, and 

to promoting industry’s contribution to economic growth and social progress in the European 

Union.   

DIGITALEUROPE ensures industry participation in the development and implementation of 

EU policies.  DIGITALEUROPE’s members include 60 leading corporations and 40 national 

trade associations from all the Member States of EU; altogether 10,000 companies with 2 

million employees and €1,000 billion in revenues. You can learn more about our activities via 

http://www.digitaleurope.org 

 

The membership of DIGITALEUROPE 

Company Members: 

Adobe, Acer, Agilent, Alcatel-Lucent, AMD, Apple, Bang & Olufsen, Bose, Brother,  Buffalo, 

Canon, Cisco, Corning, Dassault Systems, Dell, EADS, Epson, Ericsson, Fujitsu, Hitachi, 

HP, IBM, Ingram Micro, Intel, JVC, Kenwood, Kodak, Konica Minolta, Lexmark, LG, Loewe, 

Micronas, Microsoft, Mitsubishi, Motorola, NEC, Nokia, Nokia Siemens Networks, Nortel, 

NXP, Océ, Oki, Oracle, Panasonic, Philips, Pioneer, Qualcomm, Research In Motion, 

Samsung, Sanyo, SAP, Sharp, Siemens, Sony, Sony Ericsson, STMicroelectronics, 

Technicolor, Texas Instruments, Thales, Toshiba, Xerox. 

 

National Trade Associations: 

Austria: FEEI; Belgium: AGORIA; Bulgaria: BAIT; Cyprus: CITEA; Czech Republic: ASE, 

SPIS; Denmark: DI ITEK, IT-BRANCHEN; Estonia: ITL; Finland: FFTI; France: ALLIANCE 

TICS, SIMAVELEC; Germany: BITKOM, ZVEI; Greece: SEPE; Hungary: IVSZ; Ireland: 

ICT IRELAND; Italy: ANITEC; Lithuania: INFOBALT; Netherlands: ICT OFFICE, FIAR; 

Poland: KIGEIT, PIIT; Portugal: AGEFE, APDC; Romania: APDETIC; Slovakia: ITAS; 

Slovenia: GZS; Spain: AETIC, ASIMELEC; Sweden: IT&TELEKOMFÖRETAGEN; United 

Kingdom: INTELLECT; Belarus: INFOPARK; Norway: ABELIA, IKT NORGE; Switzerland: 

SWICO; Turkey: ECID, TESID, TÜBISAD; Ukraine: IT UKRAINE 

 

http://www.digitaleurope.org/

